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SUMMARY 

This Working Paper provides the current draft status of investigations 
EUROCONTROL is undertaking to clarify the way AeroMACS is able to 
support multicast and broadcast services. The outcome of this work will be 
proposed for inclusion in the Technical Manual as guidance material. 
 

ACTION 

The AeroMACS Working Group is invited to review the information provided 
and provide comments on the way ahead and the finalisation of the ongoing 
investigations and consider this in the further development of the AeroMACS 
Technical Manual. 

 

1. INTRODUCTION: 

1.1 While the AeroMACS SARPs clearly require support for multicast and broadcast services, 
the way that AeroMACS will be able to meet this requirement has been a subject of 
discussions. In general there seems to be a non clear understating of the WiMAX standard 
certified interoperable features and it seems that these features are not supported by the 
certification baseline of the WiMAX Forum today. 

1.2 This working paper (work on progress) is aiming to address the issue and clarify the way that 
AeroMACS can provide the required support in an interoperable way. 
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1.3 A Technical Note is being developed and will be addressing the following aspects: 

• Current situation of multicast/broadcast in AeroMACS standards 

• Proposal on how to implement broadcast / multicast in AeroMACS using the current 
provisions 

• Analysis of potential evolution of the AeroMACS standards supporting broadcast / 
multicast 

• AeroMACS broadcast / multicast test cases to be used for certification 

1.4 Currently the work is addressing the first 2 points above and the current status of the work is 
provided in the attachment. 

2. ACTION BY THE MEETING 

2.1 The AeroMACS Working Group (WGS) is invited to provide comments on the attached 
material and the way ahead. 
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1. Current situation of multicast/broadcast in 
AeroMACS standards 

The IEEE 802.16-2009 specifies two ways to implement broadcast/multicast services at 
MAC layer level: Multicast and Broadcast Services (MBS) and Multicast transport 
connection (CID sharing).  

Additionally, in order to enforce security in the second mechanism, one additional SA 
(Security Association) will be shared by multiple MSs and the broadcasting BS. This 
type of SA is called GSA (Group SA). 

The following table summarizes the current situation of multicast/broadcast in all 
standards: 

 MBS Multicast traffic 
connections 

GSA 

IEEE 802.16-2009 6.3.22 6.3.13 7.2.2.3.2 

WF System Profile Explicitly mentioned as optional in the standard or is not 
explicitly mentioned but has capability negotiations. It may or 
may not be implemented. 

WF PICS The item is not 
required to get 
general “WiMAX 
certified” label and  
Is required to get 
distinct “WiMAX 
certified with MBS 
capability” label. 

Mandatory Not required 

WF test cases available Y (PCT) 
Y (MIOT) 

N N 

WF CRSL Not required by WiMAX certification 

AeroMACS System 
Profile 

N Y N 

MOPS The sections are not applicable to AeroMACS and hence are 
not requirements on the implementation. 

MASPS Section 3 ASN Gateway 
functionalities: No 
Multicast/Broadcast Control 
Module (MBS). 

Not referred 

 

The source of there references noted in the table above have been extracted from the 
standards in Annex 1. 
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2. Proposal to implement broadcast / multicast in 
AeroMACS 

A proposal for a way to implement broadcast and multicast according to the current 
provisions in the profile and MOPS is given in this section. 

Note that, in this document, broadcast / multicast capability refers to functionalities that 
take advantage of the PMP (point to multipoint) operation of AeroMACS link to use 
efficiently the radio resources by transmitting the same data payload from a BS to 
different MS in a single multicast message (as opposed to transmitting the same 
information to each MS in different unicast messages). This is independent from the 
operation of IP multicast and broadcast or the execution of multicast and broadcast 
services. The two latter can be transported over an AeroMACS data link even if the 
multicast / broadcast capability is not supported. 

Also note that, due to the PMP nature of AeroMACS data link, multicast /broadcast 
connections are only provisioned in the DL (from BS to MS direction). If an MBS service 
data is generated by an aircraft or vehicle, the MS cannot simply broadcast it in an 
AeroMACS channel, it will need to be sent uplink it to the server which then multicasts / 
broadcasts the message to all the MS in the group. 

The list below indicates the potential MBS services envisaged to be transported over 
AeroMACS [7]: 

- Flight Information Services (D-ATIS, D-OTIS, D-RVR, D-SIG, D-SIGMET)  

- TIS-B 

- NOTAM 

- Graphical weather information (WXGRAPH) 

- Airport delay information 

- Broadcast weather information via SWIM 

- SURV 

An estimation of the amount of data generated by specific services can be worked out 
from the analysis made in the service modelling list referenced within [8]. Using the 
number of messages per dialogue and the size of these numbers, together with the 
maximum service latency, the average data rate (in bps) can be derived in order to 
comply with the latency figure. 

An estimation on the peak data load generated by the ATC multicast services operated 
by a single aircraft ranges from 1 to 9 kbps [8]. On the other side, an AOC multicast 
service would be expected to transmit a heavier load of data. The only available 
example of a computation of the expected data rate generated by an AOC multicast 
service has been done with WXGRAPH [8]. No estimation has been made available so 
far of potential multicast services generated by SWIM. 
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The table below depicts the required bandwidth at an airport operating AeroMACS 
considering the potential air operation scenarios presented in the MASPS [9]. The table 
indicates the expected peak data rate (i.e. if all the present A/C operate the service 
simultaneously) per cell. It can be observed that an AeroMACS deployment can well 
cope with ATC multicast services. However, when multicast AOC services are also 
enabled, the benefit of operating multicast connections becomes relevant. 

Operations/hour 
per airport 

Assumption 
of number of 
simultaneous 
A/C per 
airport 

Assumption 
of number 
of BS 
(cells, i.e. 
sectors) 
deployed in 
airport 

Assumption 
of number 
of MS in 
cell 

Estimated 
peak traffic 
generated per 
cell by ATC 
multicast 
services 
[kbps] 

Estimated 
peak traffic 
generated per 
cell by 
WXGRAPH 
[kbps] 

Unicast Multi 
cast 

Unicast Multi 
cast 

20 10 3 3.33 30 9 250 75 

50 25 9 2.78 25 208 

100 50 15 3.33 30 250 

Multicast feature will provide the following gain to the system capacity:  

Multicast Gain [kbps] = (Multicast services estimated load [kbps]) * (Number of 
simultaneous MS in the same cell sector - 1) 

Accordingly, the Multicast Gain in kbps and % relative to the DL worst case (QPSK1/2: 
1.8 Mbps) and best case (64 QAM: 9.1 Mbps) can be estimated from the data in the 
table above: 

Airport  
size 

ATC multicast services [kbps] WXGRAPH [kbps] 

Unicast Multicast 
Gain 

(kbps) 
Gain (%) 

Unicast Multicast 
Gain 

(kbps) 
Gain (%) 

worst best worst best 

20 30 

9 

21 1.16 0.23 250 

75 

175 9.72 1.92 

50 25 16 1.44 0.17 208 133 7.42 1.47 

100 30 21 1.16 0.23 250 175 9.72 1.92 

The possible options to support multicast / broadcast according to the IEEE 802.16-2009 
standard and the AeroMACS Profile and MOPS are shown in the Table below. The best 
option depends on the type and volume of multicast / broadcast services (MBS) to be 
transported over the data link, and the level of security required for these services 

 Multicast option Security on multicast connections 
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Yes No 

No N/A Unicast 

MBS MBS with MBSGSA MBS with either: 
- “No authorization” policy 
- SA with “No encryption” 

cryptographic suite 

Multicast group service Multicast traffic connection 
with GSA 

Multicast traffic connection 
with either: 
- “No authorization” policy 
- SA with “No encryption” 

cryptographic suite 

Unicast 

If this option is followed, all multicast and broadcast services are transmitted over unicast 
messages on the AeroMACS data link. The CID establishment, traffic classification and 
QoS rules for incoming traffic are applied the same way as the rest of the service flows. 

This option requires no support of any additional item, nor any additional test case. The 
AeroMACS Profile “multicast transport connection” item may be set to N. 

This option is acceptable as far as the amount of traffic generated by the network due 
the transmission of MBS services is small. Note that this does not depend on the number 
of receiving MS, only on the service load, however the impact on the data transmitted 
over the radio grows multiplicatively with the number of MS in the cell.  

If the traffic load due to MBS is expected to be much higher (in the order of Mbps) it may 
have a negative effect on the data link performance depending on the QoS policy 
applied to the service flows (SF) transporting MBS services: 

a) If configured as Best Effort (BE) or non real time Polling Service (nrtPS): The 
transmission of these services may be delayed (no maximum latency is 
provisioned) and eventually lead to service discontinuity. 

b) If configured as real time Polling Service (rtPS): These services may delay the 
transmission of other BE or nrtPS service flows, which do not have QoS 
parameters for maximum latency. 

c) If configured as rtPS or nrtPS: The aggregate “Minimum reserved bandwidth” for 
connections transporting MBS services adds up to the total reserved bandwidth 
in the cell. If the reserved bandwidth per connection or the number of established 
connections for MBS services is high, it may limit the bandwidth available for 
incoming connections, or to be used by other active connections, producing 
additional delays to other service flows. 
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EDITORIAL NOTE: A question was raised to reformulate the message on the potential risks for 
the future if MBS are transported over unicast, given that some margin is available if the data 
load is small even in the worst case. On the other side, it is necessary to point out the potential 
risk for the cell capacity of MBS data load becomes large and is transported over unicast. 
 
It is clarified that the above situation would only happen when the volume of MBS data is in the 
order of Mbps. However, the risk needs to be pointed out since the dimension of future multicast 
services is unknown. 
 
Text will be reconsided in future editions 
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MBS with MBSGSA 

MBS is an efficient method to concurrently transport DL data common to a group of MS 
(called multicast group). Service flows and multicast CIDs transmitting MBS flows are 
instantiated by a BS or group of BS (called a BS zone) and the registered MS belonging 
to the multicast group learn from them. The existence of BS zones allows for the 
provision of Macro Diversity. If a multicast CID is encrypted, it requires the establishment 
of a MBS group security association (MBSGSA) per multicast CID to maintain the MBS 
key material (MAK, MGTEK and MTK). MBSGSAs are shared between the BS in the 
same MBS zone. 

This option requires the support of a large number of items such as MBS MAP IE and 
management of MBSGSA multicast keys. Since these items are currently not mandated 
by the [6], no test cases exist and they are not supported by current COTS products, this 
option is not recommended due to its high cost. 

The option of MBS without security is not investigated in this study. 

Multicast traffic connection with GSA 

[2] para 6.3.13 indicates the possibility to support multicast connections without the need 
to support MBS and multicast CID. The BS establishes separately a transport connection 
with each MS in the multicast group by using the same CID. In this manner, the 
authorized MS will listen to the same channel in the DL frame and access the 
multicast/broadcast data payload. From the MS point of view, the CID is treated as a 
unicast connection. From the BS point of view, it is also treated as a unicast connection 
with the exception that classification rules need to be configured to transmit multicast 
messages over the common CID. Since each connection is associated with a service 
flow, it is associated with the QoS parameters of that service flow. ARQ is not applicable. 

If the DL multicast connection is encrypted, it requires the use of a Group Security 
Association (GSA) to maintain group key information. During PKMv2 handshake, the 
GKEK is randomly generated once and distributed to the BSs via the ASN-GW 
(according to Profile C), and then transmitted to each MS encrypted with each 
corresponding KEK. The same GTEK is thus derived for all the MSs belonging to the 
multicast group and encrypted with the GKEK. 

This option would be required if the majority of the MBS services to be transported over 
multicast connections need to support MAC security (in addition to already existing 
service and network security protocols). This could be the case of some flight information 
services such as TIS-B, or future SWIM services, but no requirement currently exists. 

This option would require the support of “Multicast traffic connection” item and “Group 
multicast service SA” item, plus the development of corresponding test cases. For the 
sake of interoperability, it is required that the allowed set of CID(s) is fixed globally. This 
would need a requirement or guidance material (depending on the intended level of 
mandate) in the MOPS and ICAO SARPs or Technical Manual. 
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In addition, functionality will need to be provisioned in the ASN-GW to distribute the 
group key GKEK to the BSs and also the GTEK context during HO procedure, in order to 
support HO optimization item “Skip TEK establishment phase”.  

Multicast traffic connection without security 

This option follows the multicast connection item as explained in the previous section 
based on [2] para 6.3.13, without the need to encrypt the multicast connections and 
manage key information. This can be done by implementing an authorization policy (for 
the BS-MS pair) or a cryptographic suite (for the SA) not supporting security features. 

[Editor Note]: This option requires an assessment to conclude if it is acceptable 
regarding the secure nature of safety of flight and regularity of life messages. The 
content of multicast services is often informative and public (e.g. weather information). In 
the case of aeronautical information from ATC (e.g. TIS-B, FIS-B), it should be analyzed 
whether the service security at higher layers is sufficient. In any case, the level of 
security required for new multicast services generated by SWIM needs to be addressed. 

a) Authorization policy is exchanged per BS and MS pair during network entry (or 
reentry). The MS informs the BS about the types of authorization policy supported during 
negotiation phase (SBC-REQ/RSP message exchange). The Table below depicts the 
authorization policies supported by the AeroMACS Profile. If “No Authorization” is 
selected as the authorization policy, no key exchange, authentication or encryption is 
performed with this MS. Null SAID is used by default for all the connections. 

 

This solution avoids the necessity to perform authorization and encryption but affects all 
the transport connections established with a given MS. Thus, it is not acceptable  since 
it precludes unicast connections from being secured. 

b) Cryptographic suites are the combinations of mechanisms for encryption, data 
authentication and TEK exchange, and are specific to SA. During the authorization 
exchange (except if “No Authorization” policy is chosen), the BS sends the MS a list of 
SA Descriptors informing about the cryptographic suites used by the static SAs that are 
active. During Dynamic Service Addition (DSA), SAID is mapped to a given SFID. The 
Table below depicts the cryptographic suites supported by the AeroMACS Profile. 

[2] does not preclude a BS-MS having different SA active, of which some use key 
exchange, encryption and data authentication, and some do not, if the BS is configured 
to support both types of static SA. Thus, it is recommended for the support of unsecure 
multicast connections that each BS configures a static CID well known to all MS 
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participating in the multicast group. Upon network entry, the CID and associated SFID 
are established, and a corresponding SA supporting no security is activated and 
associated to this CID/SFID. Note that it must be a unicast SA, meaning that it is 
established independently with each MS. However, since the data is sent in plain, all the 
MS should be able to decode the received data.  

 
This mechanism is compatible with HO optimization. When an MS performs handover, 
the target BS should already possess the security context of the multicast CIDs, so it 
does not need to perform MS reentry. 

This is valid for services that do not require security at radio level and device 
authentication, such as weather reports, NOTAM and flight information services. 

This option requires the support of “multicast traffic connection” item and the support of 
“No data encryption […] cryptographic suite”. It is NOT required to support “No 
authorization” policy. To make multicast function operate in every AeroMACS ASN, it is 
required that the allowed set of CID(s) is fixed globally. This would need guidance 
material in ICAO Technical Manual. 
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Figure 1: How to establish secure unicast and unsecured multicast connections in AeroMACS 

MS1 BS 

DL channel acquisition, MAC 
synchronization (DL-MAP) and 
obtaining UL channel parameters  

Initial Ranging and PHY adjustments 
process (RNG-REQ/RSP) 

SBC-REQ (EAP based authorization) 

SBC-RSP 

EAP Request 

EAP Success 

EAP based authorization 
for unicast based 
communications being 
further secured 

The MS gets authenticated 
in the network and the 
security context is created 

PKMv2 (SA-TEK-Challenge) 

PKMv2 (SA-TEK-Request) 

PKMv2 (SA-TEK-Response /  
SAID1 = Crypto suite T125, I6 
SAID2 = Crypto suite T125, I1) 

SAID1 = Primary SA to be 
used by secure unicast 
connections 
SAID2 = Static SA with 
cryptographic suite set to 
no encryption to be used by 
multicast connections 

PKMv2 (Key-Request / SAID1) 

PKMv2 (Key-Reply / SAID1) 

MS acquires the valid TEK 
keys for SAID1 

Registration 

DL SF creation (Target SAID = SAID1, CID1) 

UL SF creation (Target SAID = SAID1, CID2) 

Establishment of secured 
(SAID1) unicast connections 
(CID1 and CID2) 

DL SF creation (Target SAID = SAID2, CID3) 
Establishment of 
unsecured (SAID2) 
multicast connections 
(CID3) 

 
MS2 

Same procedure that MS1 

DL SF creation (Target SAID = SAID3, CID4) 

UL SF creation (Target SAID = SAID3, CID5) 

DL SF creation (Target SAID = SAID4, CID3) 

  

MS1 and MS2 shares 
unsecured CID3 multicast 
channel identifier 



 
___________________________________________________________________ 

 

___________________________________________________________________ 

AT4 wireless S.A.  2014  Page 11 of 18 
Technology Area  Date: 2014-07-16 
Code: AT4_ECTL_TN#18  Version: 1.0 

 

Editorial note: Comment was raised whether this is an acceptable option regarding 
security / safety regarding the nature of messages AOC/ ATC. Unsecured CID3 (In 
Figure 1) means that multicast is proposed to be unsecured. Input has been received 
questioning the perception of AeroMCAS as non secure as a whole. Suggestion would 
be to assess the acceptable security level for multicast services if an unsecured 
multicast solution is followed. This will be considered in the next version of the 
document. 
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AeroMACS standards evolution to support broadcast /  
multicast  

[a proposal for how to address this with a potential evolution of the profile and MOPS (in 
a more efficient/permanent way) possibly in the context of the WMF] …. 

[draft proposal] 

1st step: Support unsecure multicast connections 

1. AeroMACS Profile: No change required to support “multicast traffic connection” 
and “No authentication etc cryptographic suite”. Table 122, Item 1 is set to Y 
already.  

2. MASPS: Provide test cases.  

3. ICAO TM: Set guidance.  

4. MOPS: No change in the MOPS? (no minimum requirement?). 

2nd step: Support secure multicast connections 

1. AeroMACS Profile: Change required to support “Multicast service group SA” in 
AeroMACS Profile (GSA). Table 125, Item 2 is currently set to N.  

2. MASPS: Provide test cases.  

3. MOPS: No change in the MOPS? (no minimum requirement?).  

4. ICAO SARPS: No change in ICAO SARPs? (maybe not, the SARPs already 
requires the support of multicast and broadcast communication services, and 
security means are required without details on type of SA or keys. 
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3. AeroMACS broadcast / multicast test cases 
[to develop any missing/ required test cases] 
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Annex 1 Multicast/broadcast standards source 
 
WiMAX Forum System Profile 
 

 
… 

 
… 
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WiMAX Forum PICS 
 

 
… 

 
… 
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WiMAX Forum PCT TSS&TP 
 

 
… 

 
[empty section] 

… 
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RTCA MOPS 
 

 
… 

 
… 
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AeroMACS System Profile:  

91 1 
Multicast traffic 
connection  

Y Y Y 

MBS is not certifiable by the 
WMF at publication time of 
the present document. The 
alternative mechanism of 
providing multicast and 
broadcast services based on 
sharing a transport CID among 
MSs is not certified either, but 
it is the preferred 
solution./6.3.13 [3] 

 

112 
 

1, 5, 
7 

 

Basic MBS 

IO-MBS N N 

Multicast services may be 
implemented utilizing the 
Multicast Traffic Connection 
Feature There is no need for 
Multicast group management, 
and therefore the MBS 
features are not required./ 
6.3.13[3]  

 

125 1 Unicast SA Y Y Y Basic for unicast service 
security/ 11.9.34 [3] 

2 Group multicast 
service SA 

N N N Considered MBS services do 
not need SA. 

 

3 MBS services SA N N N Considered MBS services do 
not need SA. 

 

 

 


